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e-Share Management Assertion
We are responsible for designing and implementing effective controls within e-Share’s (“eShare”) Secure Collaboration Platform (“system”) as of January 1, 2021, to provide reasonable
assurance that e-Share’s service commitments and system requirements rel evant to security
were achieved. Our description of the boundaries of the system is presented in attachment A
and identifies the aspects of the system covered by our assertion.
We have performed an evaluation of the suitability of the design and impleme ntation of the
controls within the system as of January 1, 2021, to provide reasonable assurance that e- Share’s
service commitments and system requirements were achieved based on the trust services
criteria relevant to security (applicable trust services c riteria) set forth in TSP Section 100, 2017
Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria). e-Share’s objectives for the system in applying the applicable
trust services criteria are embodied in its service commitments and system requirements
relevant to the applicable trust services criteria. The principal service commitments and system
requirements related to the applicable trust services criteria are presented in attachment B.
There are inherent limitations in any system of internal control, including the possibility of
human error and the circumvention of controls. Because of these inhe rent limitations, a service
organization may achieve reasonable, but not absolute, assurance that its service commitments
and system requirements are achieved.
We assert that the controls within the system were suitably designed and implemented as of
January 1, 2021, to provide reasonable assurance that e- Share’s service commitments and
system requirements would be achieved based on the applicable trust services criteria.

Nick Stamos
Chief Executive Officer
January 19, 2021
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Independent Service Auditor’s Report
To the Management of e-Share:

Scope
We have examined e-Share’s (“e-Share”) accompanying assertion titled " e-Share's Management
Assertion” (“assertion”) that the within the e-Share Secure Collaboration Platform (“system”)
were suitably designed and implemented as of January 1, 2021, to provide reasonable assurance
that e-Share’s service commitments and system requirements were achieved based on the trust
services criteria relevant to security (“applicable trust services criteria”) set forth in TSP section
100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality,
and Privacy (AICPA, Trust Services Criteria).

Service organization's responsibilities
e-Share is responsible for its service commitments and system requirements and for designing,
implementing and operating controls within the system to provide reasonable assurance that eShare’s service commitments and system requirements were achieved. In Section I, e- Share has
provided the accompanying assertion titled "e-Share's Management Assertion ” (“assertion”),
about the suitability of the design and implementation of controls within the system. When
preparing its assertion, e-Share is responsible for selecting, and identifying in its assertion, the
applicable trust services criteria and for having a reasonable basis for its assertion by performing
an assessment of the effectiveness of the controls within the system.

Service auditors’ responsibilities
Our responsibility is to express an opinion, based on our examination, on whether
management’s assertion that controls within the system were effective throughout the period
to provide reasonable assurance that the service organization’s service commitment s and
system requirements were achieved based on the applicable trust services criteria. Our
examination was conducted in accordance with the Canadian Standard on Assurance
Engagements 3000, Attestation Engagements Other Than Audits or Reviews of Historica l
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Financial Information, set out in the CPA Canada Handbook – Assurance and with attestation
standards established by the American Institute of Certified Public Accountants (AICPA). These
standards require that we plan and perform our examination to obtai n reasonable assurance
about whether management’s assertion is fairly stated, in all material respects. We believe that
the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our
opinion.
Our examination included:
 Obtaining an understanding of the system and the service organization’s service
commitments and system requirements
 Assessing the risks that the description is not presented in accordance with the
description criteria and that controls were not suitably designed
 Performing procedures to obtain evidence about whether controls within the system
were effective to achieve e-Share’s service commitments and system requirements based
on the applicable trust criteria.
 Performing such other procedures as we considered necessary in the circumstances

Inherent limitations
There are inherent limitations in the effectiveness of any sy stem of internal control, including
the possibility of human error and the circumvention of controls.
Because of their nature, controls may not always operate effectively to achieve the service
organization’s service commitments and system requirements bas ed on the applicable trust
services criteria. Also, the projection to the future of any conclusions about the suitability of the
design of controls is subject to the risk that controls may become inadequate because of changes
in conditions or that the degree of compliance with the policies or procedures may deteriorate.

Opinion
In our opinion, management’s assertion that the controls within the e- Share Secure
Collaboration Platform were suitably designed and implemented as of January 1, 2021, to
provide reasonable assurance that e-Share’s service commitments and system requirements
would be achieved based on the applicable trust services criteria is fairly stated, in all material
respects.
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Restricted use
Certain complementary subservice controls that are suitably designed and operating effectively
are, along with controls at e-Share, to achieve e-Share’s service commitments and system
requirements based on the applicable trust services criteria. Users of this report should have
sufficient knowledge and understanding of complementary subservice organization controls and
how those controls interact with the controls at the service organization to achieve the service
organization’s service commitments and system requirements. e-Share uses Microsoft Azure to
provide cloud computing and infrastructure services. Users of this report should obtain the
relevant Microsoft Azure SOC2 or SOC3 report.

Chartered Professional Accountant
Calgary, Alberta
January 19, 2021

Attachment A

e-Share’s Description of the Boundaries of its Secure
Collaboration Platform

Types of Services Provided
e-Share is a privately held technology company founded in 2013 and headquartered in Boston,
MA. e-Share is the Secure Collaboration Platform for the enterprise and provides a secure file
sharing and collaboration platform for anyone, anywhere using Microsoft O365/G-Suite and
email-based workflows.
The e-Share Secure Collaboration Platform is a SaaS solution that provides collaboration, secure
mail gateway (SMG), REST APIs, usage analytics and Microsoft Teams Add-In services.
Customers have the ability to share externally and on-demand files, folders and secure
messages, meeting the regulatory and governance requirements of PCI, PII, PHI, ITAR and
others.

The Boundaries of the System Used to Provide the Services
The boundaries of the system are the specific aspects of e-Share’s infrastructure, software,
people, procedures and data necessary to provide its services and that directly support the
services provided to customers. Any infrastructure, software, people, procedures and data that
indirectly supports the services provided to customers are not included within the boundaries
of the system.
The components that directly support the services provided to customers are as described in
the sections below.

Infrastructure
e-Share is a multi-tenant Software as a Service (SaaS) solution hosted on Microsoft Azure
infrastructure, and all customer data is logically separated to ensure that data is not accessible
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to other customers
preventing unauthorized
access.
Client
data
locations and data flows
are outlined in the
diagram below along
with
the
security
measures in place to
protect this data.
The system is built upon
and is delivered from the
Microsoft
Azure
Figure 1
Infrastructure
as
a
Service
(IaaS)
platform. The e-Share operating environment leverages attributes of this platform to create a
robust, highly available, scalable and reliable service to its customers. (see Figure 1)

Application Services & Data
e-Share's platform provides no file storage and stores no data on behalf of customer users. The
service instead natively leverages existing cloud file storage such as OneDrive, SharePoint
Online, Dropbox, Box, and/or Google Drive -- for all file storage, accessing this on behalf of
customer users using published APIs. This architecture eliminates the need to copy files to
share them, improving user productivity and enhancing data governance and version
management while significantly reducing IT costs. As all industry leading cloud file storage
providers are supported, e-Share’s Secure Collaboration Platform can efficiently provide a
single-pane-of-glass for all external file sharing for those organizations with heterogeneous
cloud file storage environments.
The e-Share Collaboration server component of the service provides web-based file sharing for
customer’s internal users, supports all administrative functions, and provides a branded web
portal to recipients for accessing shared files. It is entirely SaaS-based, provisioned out of
Microsoft Azure or Azure Government. The e-Share Collaboration Server can also be licensed
for deployment to a customer’s Azure Stack, for those requiring a single-tenant, private-cloud
implementation of the platform.
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Secure Mail Gateway (SMG) is a SaaS-based message transfer agent (MTA) that protects the
body and/or attachments of emails containing sensitive content. Unlike traditional secure
email products, SMG can protect attachments independent of the email body, replacing them
with links and storing the attachment(s) in the sender's cloud file storage such as OneDrive or
DropBox. Organization-defined file sharing policies applied using subject line keywords, Data
Loss Prevention (DLP) X Headers or via the use of an Outlook Add-In, allow fine-grained controls
to be applied to the email body and attachments, which are replaced with links and stored in
the user's cloud file storage. In addition to protecting attachments, SMG facilitates the creation
of Virtual Data Rooms (VDR) and enables recipients to upload files into the VDR for bidirectional file sharing and content collaboration.
Users of the e-Share Collaboration Platform Service have access to a variety of interfaces to
communicate and collaborate securely within the e-Share application ecosystem. Users can
share files using the e-Share Web Portal via their web browser, via Microsoft Teams by invoking
e-Share’s file sharing Bot from within a Team's conversation, using their mobile device and
desktop using Windows, MacOS, iOS or Android clients, or via email attachment using Add-In
for Outlook.
Finally, the e-Share Collaboration Platform Service offers a set of Application Program
Interfaces (API) that enable customers and their users to accelerate the digital transformation
of file-based workflows through code-less integration with enterprise applications, web forms
and more. Emails generated by applications can simply be routed to the SMG and even process
secure file transfer (SFTP) as secure emails.
The following diagram identifies the virtual design of the solution, including where customer
data resides, the data flows and how these are secured by e-Share.
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Software
e-Share employs a combination of best-of-breed selection of open source, commercial off the
shelf and internally developed technology toward the development and delivery of all
components related to the Secure Collaboration Platform. The software-defined infrastructure,
hosted on Microsoft Azure and application solutions developed and managed by e-Share, are
continually matured and evolved to assure that enterprise-grade best practices are achieved
and maintained to the benefit of e-Share and the customers and constituents that rely on the
services provided. While any and all components of the infrastructure are subject to change
based on this continuous evaluation of quality, performance and value, all components are
selected and designed to deliver to meet the high availability demands of the customer base.
e-Share leverages additional supporting technologies to achieve successful delivery of the
Secure Collaboration Platform, including JumpCloud and GitHub.
GitHub is an open-source software version control system developed by Linus Torvalds, the
creator of the LINUX operating system. It is the primary software repository and version
control system for the development management of all e-Share software. GitHub is SOC 1 and
SOC 2 Type 2 certified and FedRAMP LI-SaaS approved.
JumpCloud
is
a
cloud-based
Directory-as-a-Service
(DaaS)
provider
that
provides authentication, authorization servers to help manage heterogeneous operating
environments
to
manage users, devices,
and applications across
both Microsoft and
LINUX
operating
systems.
e-Share
leverages JumpCloud
for these services for
authorization,
authorization,
LDAP
services
and
propagation of public
keys, sudo rights to
Linux machines for
integration across eFigure 2
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Share’s Microsoft Azure platform. JumpCloud carries a SOC 2 Type 2 certification.

People
e-Share has a defined organizational structure with specific roles, responsibilities, and
appropriate lines of reporting required to support the e-Share Platform. It is comprised of, and
supported by, the following teams who are responsible for the delivery and management of
the system:












Management – responsible for providing the overall direction, strategic vision, and
management of e-Share.
Product – responsible for guiding the overall direction of the product roadmap including
usability, enhancements, and new features.
Security and Compliance – responsible for e-Share’s overall quality system stemming
from the secure system development life cycle and extending through to production
operations and corporate governance.
Engineering – responsible for front and back-end development and quality assurance of
the in-scope applications and services.
DevOps – responsible for development operations and automation, software release
quality and integrity assurance, packaging and continuous delivery of e-Share’s
production environment.
Production Operations – responsible for oversight of delivery engineering, hosting
Infrastructure management, and all production technology related activities including
day-to-day operation of the e-Share production delivery.
Sales – responsible for development of new business related to the e-Share services.
Customer Success - responsible for successful onboarding of customers on e-Share’s
Platform and act as advocates for the continued success of the platform. They are
responsible for product support issues, customer engagement and growth

The teams and associated initiatives, workstreams, and functions are led by the executive
management leads including Chief Executive Officer, Chief Product Officer and Chief
Information Security Officer.

Procedures
Executive leadership has developed, implemented and communicated to employees and
contractors a set of policies, processes, and procedures in several operational areas which
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support the security objectives of the Secure Collaboration Platform. As part of the wider
Information Security Management Program, e-Share has developed and organized the
following policies and procedure documents that are available to employees and contractors
and used to support the Secure Collaboration Platform.
o
o
o
o
o
o
o
o
o
o

Access Control
Key Management and Cryptography
Server Security
Technology Equipment Handling and Disposal
IT Asset Management
Customer Support and SLA
Business Continuity and Disaster Recovery
Information Classification
Workstation Security and Operating Practices
Network Security

o
o
o
o
o
o
o
o
o
o

Information Security
Personnel Security
Acceptable Use
Corporate Ethics
Risk Assessments
Vendor Management
Software Development (SDLC)
Incident Management
Vulnerability Management
Change Management

Table 0-1

Control activities have been placed into operation to help ensure that actions are carried out
properly and efficiently to achieve policies and procedures compliance. e-Share has applied a
risk management approach to the organization to select and develop control activities. After
relevant risks have been identified and evaluated, controls are established, implemented,
monitored, reviewed, and improved when necessary to meet the applicable trust services
criteria and the overall objective of the organization.

Attachment B

Principal Service Commitments and System
Requirements
e-Share designs its processes and procedures related to its Secure Collaboration Platform to
meet its objectives. Those objectives are based on the service commitments that e-Share
makes to user entities, the laws and regulations that govern SaaS providers, and the financial,
operational, and compliance requirements that e-Share has established for the services.
Security commitments to user entities are documented in customer agreements. Security
commitments are standardized and include, but are not limited to, the following:




Security principles within the fundamental designs of the Secure Collaboration Platform
that are designed to permit system users to access the information they need based on
the permission of least privilege provisioning.
Use of encryption protocols to protect customer data at rest and in transit.

e-Share establishes operational requirements that support the achievement of security
commitments, relevant regulations, and other system requirements. Such requirements are
communicated in e-Share system policies and procedures, system design documentation, and
contracts with customers. Information security policies define an organization-wide approach
to how systems and data are protected. These include policies around how the service is
designed and developed, how the system is operated, how the internal business systems and
networks are managed and how employees are hired and trained. In addition to these policies,
standard operating procedures have been documented on how to carry out specific manual
and automated processes required in the operation and development of the Secure
Collaboration Platform.
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